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Today’s Agenda

Quick Demo
Challenges

Methods for Early Verification and Validation
= Robustness Testing

= Automatic Test Generation

= Property Proving

Questions and Answers
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Poll

= Do you test your models?

= Do you have coverage requirements?
= How hard is it to reach 100% coverage?
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Address the Entire Development Process

Requirements J
\ System V and V
e ———— Requirements Validation
Environment g§ Robustness Testing
= I e Modeling Standards Checking

i

el

ysical Components

Design Verification

Model Testing

Coverage & Test Generation
Property Proving

g§ / Component V and V \

o § Code Verification
Digital Embedded Code Correctness
Electronics Software \Processor-ln-The Loop Testing /
VHDL, Verilog C, Carr
FPGA || ASIC || McU || DsP Integration Testing
N~ —~ 7/ g§ Software Integration Testing
Integration Hardware-in-the-Loop Testing

\ Implement /
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Verification and Validation Challenges

= Management of tests and test assets
= Writing tests for 100% coverage of control logic is hard

= Some requirements are difficult to test
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Testing In Simulation

Functional Requirements
&

T i =Design Verification

gfﬁyironmsﬁt_ L =SystemTest™
e * =Simulink® Verification and Validation™
=Simulink Design Verifier™

:“t“PhﬁiCal Co T\pone‘ﬁt‘wsﬁ

Verify that design meets
requirements

=Code Verification

- Digital Embedded o =Real-Time Workshop® Embedded
ectronics Software
_ Coder™
VHDL, Verilog ©, Crmr .
*Embedded IDE Link™ products
FPGA || ASIC || MCU || DSP »Target Support Package™ products
Integiation Verify that the behavior of
\ implement / source code and object code
matches the model
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MATLAB&SIMULINK

Early Validation and Robustness Testing

Requirements

|

\ System V and V

_Environment |

Requirements Validation
g§ Robustness Testing
Modeling Standards Checkin

g

—

. Algorithms

MathWorks Symposium
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System V and V - Example

= Evaluation of robustness of a DC Motor model

= Assessment of model accuracy in predicting performance variability
of real systems ... s
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System Test with Distributed Computing

Y Distributed Computing

“ 7 MATLAB :
O esu o
SIMULINK m— | VVorker

Task

&Ult. — = Worker “

Task

ask

Result — = Worker “

Bl
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MATLAB&SIMULINK

Management of Tests and Test Assets

SystemTest™

= Authoring

= Creating tests from requirements

= Importing existing test data from
Excel

= Generating tests with Simulink
Design Verifier

= Execution and Reporting
= SystemTest plots and test report

Adopti I-Based Desi
MathWorks Symposium dopting Model-Based Design

within Aerospace and Defense

Benefits

Automate test execution

Build consistent test execution
environment for repeatable results

Create baselines of design
behavior and run them in
regression

Continuously improve quality of
models and generated code

Export tests and test results for
testing on hardware
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Test Generation Workflow

Functional Requirements

&
_E\ i mDesign
e ————— | i Verification
Hpes i | »@“@ﬁi’% ‘ .:. AnaIySIS Test
. Model Application

*Physical Components i |
| i ’ L

Code Harness

g

Digital Embedded o >
Electronics Software Code
=Code _ Generation Component
VHDL, Verilog C, C++ e . Detailed models Source Code
Verification

FPGA || ASIC MCU DSP

- 7
Y .
Integration

\ Implement /
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Model Coverage
Simulink Verification and Validation

= Structural metric
= Measure of test completeness

ESmaIICoverageExample b - ||:| il

TT FT File Edt ‘iew Simulaion Format Tools Help
J DSE&E| %28 |(E= 422 r = fo |Normal v Ee
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Ready
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Logical Switch z

Operator1
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[1679% | FixedstepDiscrete y
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MC/DC Coverage

- each condition
independently changes
the decision outcome

If (X & Y)— | Decision
1-

Z=1,
else —
Z=-1: Condition
end
Example MC/DC Coverage
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Model Coverage Tool
Simulink Verification and Validation

= Model Coverage tool reports coverage metrics
= User must provide input data for the simulation

Subsystem "Logical Operator”

Parent: coverage example harmessTest Unit (copied from coverage example)
Uncovered Links: 1=
File Edit Wiew Simulation Format Tools  Help
Metric Coverage DeE&| BB (&= 422 5fs noma Fl B @i
Cyclomatic Complexity 0
Condition (C1) 100% (4/4) condition outcomes
MCDC (C1) 50% (1/2) conditions reversed the outcome
Conditions analyzed: 1 b=
Description: True | False Cansren
input port 1 B 3 ® -
o | ArD ph w1
input port 2 3 B » @
CI)_ogical Switch
perator

MC/DC analysis (combinations in parentheses did not occur)
Decision/Condition: True Out  False Out g
expression for output Canstant]

input port 1 T (FT)

input port 2 T TF Ready 125% |[FixedstepDiscrate 4
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MathWorks Symposium ping 9
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Obijectives for Test Generation
Simulink Design Verifier

| Affects (X &)
to be T and F?

Affects (X & Y)
to be T and F?

Chapter 2. Test Objectives

Table of Contents TT FT
1

Status
coverage example TT’ TF
Status
Table 2.1. Objectives Satisfied
#: Type Model Item Description
1 Decision Switch switch "Switch™: lagical trigger input false (output is from 3rd input port)
2 Decision Switch switch "Switch™: lagical trigger input true (output is from 15t input port)
3 Caondition Logical Operatar Laogic "Logical Operatar”: input port 1T
4 Caondition Logical Operatar Laogic "Logical Operatar”: input port 1 F
] Condition Logical Operator Logic "Logical Operatar”: input port 2T
] Condition Logical Operator Logic "Logical Operatar”: input port 2 F

—
i hcdc Logical Operator Logic "Logical Operatar”, MCDC expression for output with input port 1T
] hcdc Logical Operator Logic "Logical Operator”, MCDC expression for output with input port 1 F
) hcdc Logical Operator Logic "Logical Operator”, MCDC expression for output with input port 2T
10 Mede Logical Operator Logic "Logical Operator”, MCDC expression for output with input port 2 F

MathWorks Symposium

Adopting Model-Based Design
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Test Generation for Coverage
Simulink Design Verifier

= Generating tests to reach coverage objectives

] =lolx|

=lolx| File Edit Wew Simulation Format Tools Help
Fle Edit Wiew Smulation Format Tools Help 0 ‘ﬁ n é‘ 3% ﬁl@ = ﬁ |9 Q‘ » = Wmlgﬁ @Iﬁl
DSBS b R (E G2y a5 [Nom N BeREe e BE
012} &l
= Size-Type
(}'(1? {01} raw raw
SeatBellFasten L = | | | | [  seselicon - Inputs) ™
o) Test Generation
SSSSSSSSS e E | BB |~ [E(EFREE 0 o=
oo
Test Case 4 )f Test Case 5 )/ Test Case b6 )f Test Case 7 )/ Test Case B JY Test Case 9
Verification Subsysterm
| |
RRRRR 100 FixedStepDiscrete v
. . 0 T TR Y Fa—TT I].I‘]:d T Y T T YT
Test generation harness with the Tirns e
copy of the original model Test inputs that ensure complete
coverage
Adopting Model-Based Design
MathWorks Symposium ping 9

within Aerospace and Defense
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Test Generation Results — Harness Model

An interface block builds up
vectors and cast signals to the

needed data types

) Signal Builder {harness_TEST_A101_int32/Inputs) *

Eile Edit Group Signal  Axes Help

E!sldvdemo_dehounce_l. adelcov_harness * - |EI|1|

File Edit  Wiew

Simulation  FoMegt  Tools  Help

Test Unit (eopied fram sldwdemo_debounce_m

Size-Type
= -
debounced
" \

=18l

Y

Test Caze Explanation

[10mes [ [ |FixedstepDiscrete o

FH| Y 2B |—TnfElFeEgRE|r =]

"Cond # TD:3 )f TC# 10 Transition "ftime >= 20]" Cond #1 T D:22 | Transition * 4] I
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0
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Left Roint Right Point
Hame: 1 T T |
Index: |1 = v | 4|

lick to select point or segment, Shift+click to add points

|

InZ
In3

T Ll_l
Il CE1) [ ¥Min Yhia ]

\ Input data sequences

Test Cases are captured 1o/
|n a Slgnal Bu”der bIOCk File Edit Wiew Simulstion Format Tools Help

Original model copied to
the harness

NSES| $B2R | ¢ |22 » =l |H

drive system from its

MathWorks Symposium

Debounce Model

initial configuration Ready [100%

debounced
Debounce
Copyright 2006-2007 The hdathiiods, Inc.
[T=0.00 |FixedstepDiscrate v

Adopting Model-Based Design
within Aerospace and Defense
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MATLAB&SIMULINK

Code Testing with Generated Signals

Simulink

File Edit View Simulstion Format Tools  Help

= Software-in-the-loop

Size-Type

= On the host == V
= Processor-in-the-loop ——
= On the target processor

= Independent code testing
environment

= Generated signals and model outputs
are saved as a .mat data file

= Exported input signals drive code
tests

= Exported model outputs become
expectation values for code testing

Adopting Model-Based Design
within Aerospace and Defense
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Test code (generated from coverage_example)
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Processor-In-The-Loop Testing
Embedded IDE Link™ TS (for Altium® TASKING®)

Simulink: . = Model in simulation and code on the processor running in
wo s parallel

[E] algorithm_tricore -0l x| m i
File Edit Wiew Simulation Format  Tools  Help ‘E pﬂﬂ nm E a ﬁ.-.fﬂl...l
& -
DeHES| +BR (& 4|0 r mfoo | [voms =] 5E @k
PIL comparison: Model Simulation vs. Tricore Code
—
Ot 122y iy FlLtricere Y i o
. Host Resultsd bl
Outz iz
intad intzz
Dutz [+ 2 (4] O et Fesutiz | 2
.
Test Inputs hodel Host
I—.- In2
o ints2
FIL Results1
> FIL Tem
intaz "
{= FIL Resultz s
i Lz
USRS C | vy ompae v
» Azzertion Blocks
Ready [107% [Fixedstepbiscrete 4

BRting Model-Based Design

PIL also pro “ﬂ@s"é%é’cﬂu’ﬁﬂh‘ep‘foflllng code coverage reports, and interactive debugging
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Demonstration

= Demonstration of test generation with Simulink Design
Verifier e

_iofi.
File Edt Wiew Simulation Format Tools  Help )
DSHE SBR[t (22| r afin e & SHBSH REES® ;
drployThruseBevezsnss ‘
P~ Ldeploy] #
(1 y————n  cui——————»  boole an = ]
B o e |
- g = R
- -
o I—I [airspeed 1 * |
o : ;
throveldParitians — — - Teape ?
¢
<
-
'.@‘“ [URRSr -'*\"'\.,‘_’\-MA&\_"\"W'W““‘ ; —
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Thrust Reversers
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Thrust Reversers Should not be Deployed
During Flight

Lauda Air B767 Accident Report

SYNOPSIS

Prepared for the WWW by
U.S. Orders Thrust Reverser

Deactivated on 767s Hiroshi Sogame
______________________________________________________________________________________________________________________________________ All Nippon Alrwaye

PARIS: The Federal Aviation Administration in YWashington ordered L
"deactivate” engine thrust reversers on Boeing 767 jetliners. Suchad..._. ... g e e
crash of an Austrian Lauda Air jet in Thailand nearly three months ago.

The aviation administration did not cite the inflight deployment of one of the reversers as the
cause of the accident. But it said it had established that a hydraulic failure could cause the
devices to deploy in flight. Thrust reversers are designed to slow an aircraft after landing or an
aborted takeoff.

Dwuring the Lauda Air disaster on May 26, the pilot reported that a reverser had deployed in flight,
sending most of the massive 56,000-pound thrust of one of the two Pratt & Whitney 4000
engines the wrong way.

All 223 people aboard were killed as the plane broke up in flight.
| i
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Thrust Reverser Deployment
Requirements

= The following requirements shall be met prior to deploying
the thrust reversers:
= Weight on Wheels
= Each main gear, each redundant
= Wheel Speed Sensors
= Each main gear
= Airspeed Limit
= Redundant Sensors
= Throttle Positions
= Each throttle, each redundant

Adopting Model-Based Design

within Aerospace and Defense
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Proving

|
Requirements J
- -

~Envirenment

* Physical Cc oo i = Proving Design Properties
= Simulink Design Verifier

Prove that design meets
the key functional
requirements

Digital Embedded o _

Electronics Software rane”” = Proving Code Correctness
VHDL, Verilog C, C++ PolySpace™ Server for C/C++
FPGA || Asic || Mcu || DsP Prove that code meets
- ~— ~ non-functional runtime

Integration :
requirements

\\\ Implement ,//

Adopting Model-Based Design
within Aerospace and Defense
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Property Proving Workflow

Functional Requirements J

.

;Envifonmént =
omponents J Augmented
< Component Model
[
% ' .
> Analysis
Report
\_/ 4
Digital Embedded
Electronics Software
VHDL, Verilog C, C++ Counterexample
]
FPGA || ASIC || MCU | DSP ] %
- 7
Y.
Integration Model Harness

\ Implement J

Adopting Model-Based Design

within Aerospace and Defense
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Property Proving — Overview
Simulink Design Verifier

(D), wss
. wheelSpeediensors
- DeS| N Strl Icture) -> -
eeeeeeee
4 THROTTLE
tttttt . Y )
SSSSS
eeeeeeeeeeeeeeeeeeeeeeeee
125% | | [FizedStepDiscrete 4

= Design (Behavior) ->

Adopting Model-Based Design

within Aerospace and Defense
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Demonstration

= Demonstration of Property Proving with Simulink Design
Verifier e

_iofi.
File Edt Wiew Simulation Format Tools  Help )
DSHE SBR[t (22| r afin e & SHBSH REES® ;
drployThruseBevezsnss ‘
P~ Ldeploy] #
(1 y————n  cui——————»  boole an = ]
B o e |
- g = R
- -
o I—I [airspeed 1 * |
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Modeling Functional Requirements
Simulink Design Verifier

Functional Requirement:

o If 2 or more thrust sensors are >0, the thrust reverser will not
deploy

=lolx|

File Edit Yiew Simulation Format Tools Help
DEE&| 4 BR(E 4= r =fior [Nm DR REE e

[throttle] theattla
S

-\.-"ﬂ

[depl o] laploy

Proof onm Throttle

Adopting Model-Based Design

within Aerospace and Defense
28

MathWorks Symposium




<} The MathWorks" MATLAB&SIMULINK

Modeling Functional Requirements
Expressing requirements with temporal aspects

After condition ABC is true for X sample periods the controller shall
enter mode XYZ within Y samples.

P \
e Off \ j
PR i\[ABC]J? \‘f [~ABC]

ABC o /ON [after(X tic)] delay | h
v E:F
mode
Chart N [fault
S N dv.prove(false) [after(Y tic) &&

mode~=XYZ]

\\\

Adopting Model-Based Design

within Aerospace and Defense
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Proving Design Properties
Simulink Design Verifier

b
2

D@ES| 4 BB 4[5 5oz [noma BEnsd REE e

List of Tables

2.1. Objectives Falsified with Counterexamples

deployThusRaversers
T

d
omSensors \—‘ L 4

Chapter 1. Summary
g T sl D Input Model
[— L : %}{% double File: CADATADBDEMOS Thrust ReversersldvThrustReverser_4_gh.rdl
S g eeo e Wersion: 1.58
e g bz . Property Time Stamp Sun Mar 30 17-59:50 2008
{rome _ Authar gbegic
F [throttle] ThiustR eveserbeploylogic i

Proving

Analysis Information

Design Yerifier Wersion: 1.2

Total Analysis Time: 2 secs

Status Completed normally
Approximations: 1

Objectives Proven Valid

Objectives Falsified with Counterexamples: 1
Objectives Falsified - Mo Counterexample: 0
Objectives Undecided: 1]
Objectives Producing Errors: o

.-uu."'h\#h_ .,..__‘--A"“‘*.,,’.N\ﬁanu~wu’\muu'4

ihioti]

[t

\..N\f\f\ T o LW 2 % T TS
e TP Y R . PO

A,

Nl et i s s P e N NP T ST e e D

_ Detailed report and violations
Property Proving Harness augmented

with design properties
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Property Proving - Counterexample

= |eads to improvement of design and/or requirements

Flo £k Gop Sowl Awes e
SH[ Ml oo~ TE TRRE P TR Y

File Edit Yiew Simulation Format Tools Help - 8
D|ﬁﬂ§|¥:ﬁ|<}==ﬁ>{f|ﬂe|> IIU.3 INormaI jl@ﬁ”“@@ i?‘é
144
e
155
150
145
. : o
if average airspeed > 150, deploy cannot be true )
52
dogh 48

Counterexample!
Constant
—» A
A ==> false
G true ! - NOT boolean » B 8
deplo : . ;
Py Logical implies1 Airspeed proof ;
Operator ;
..r*--ﬂ--*~~-t\_.r'“""~--m-..u...-.&.l"\--f\-’”“"“"\--\--- Vs S ~¢W*ﬁn,4“’#*——j
MathWorks Symposium Afio?hng Model-Based Design
within Aerospace and Defense

e"- ul -
C1 148 m dogple - double s
) 153 15 > true 52 : ; ; :
airspeed I A ] 7] 004 006 oo TimSLed GXE] GED] (X5

Gain - o Crfios e Carng
Relational }—_1 T I
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Improvements

= After some quality design time...

Adopting Model-Based Design

within Aerospace and Defense
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A 4

Wheel Speed Check Errors

= Forgot the “=" case

[Ws[1]=WST && ws[2]=WST] , % [ws[ii]==WST && ws[R]>=WST]

I T il

[ws[1]<WST && ws[2]<WST] % (Ws[1]=WST && ws[2]=WST]

2 1
3
I

Adopting Model-Based Design

within Aerospace and Defense
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Throttle Logic Significantly Flawed

function tok=throttleOK(ts)
g}o fvar=0;}
. . . z2 1 Isend(tE, warnings)} jQ
u What |f 1 th rOttle IS h |g hel‘ [ts[1]<thT &&... fsl1=T 84... [closeEnough(ts[1]ts[2],1)]
ts%ﬁﬂ ii"' % Eﬂ iim [(ts[1]+s[2])2<thT]
ts[3]< s[1]+ts[2])/2<
than the threshold, and ts{4]<thT] ts{4-=thT]
. 7 1 {fvar++}
1 is lower”
Isend(tE warnings)}2 1
[closeEnoughits[3],ts[4],1)]
,__ lts[3]+ts[4]y2<thT]
Flag set to sensor reading i [\.rar:O:} [Var++:}
function tok=throttleOK(ts) (ts[1]<thT):}
ik B ftok=(var=1)}
) {send(tE,warmings)} [closeEnough(ts[1],ts[2],1e-4) ]
3 ] [ts[1]<thT]
[ s[1]=thT &&._. [ts[1]==thT &&_ ..
%:ﬂ ii E%jﬂ ii [closeEnoughits[3] ts[4], 1e-4)]
ts[4]<thT] ts[4]==thT]

2
ftok=0;}

:)& ftok=1;}

ftok=(ts[1]=thT);}

[ts[3]<thT]

Flag set to sensor reading

e
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Proving Properties — Workflows
Simulink Design Verifier

1. Authoring » Benefits
= Highly Iterative = Leads to precise definition of low
= Leads to improvement in level functional requirements
design and in specifications = Once established properties
2. Execution and Reporting represent a model of design
behavior

=  Automated

= Part of the regression
testing harness

= Minimizes a chance of
Implementing undesired behavior

Adopting Model-Based Design

within Aerospace and Defense
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Verification and Validation T

MATLAB&SIMULINK

Requirements

|

BE e

~Environment
~ Physical Components

Digital
Electronics

Embedded
Software

VHDL, Verilog

C, C++

FPGA || ASIC

MCU

DSP

N—

7

&

Inte@rﬁtion

Implement

)

MathWorks Symposium

Adopting Model-Based Design
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GO
GO

System V and V )

ools

Robustness Testing
Modeling Standards Checking
Requirements Validation

SystemTest
Simulink Verification and Validation
XPC Target

/ Component V and V \

Design Ve_rlflcatlon SystemTest
Model Testing C T —
Coverage and Test Generation S!mul!nk Verlflcatlon_r?lnd Validation
Property Proving Simulink Design Verifier )
e N
Code Verification PolySpace products
Code Correctness _ Embedded IDE Link products
\Processor-ln-The HOelp) T Target Support Package products )
Integration Testing )
Software Integration Testing XPC Target

Hardware-in-the-Loop Testing
Hardware Connectivity

Data Acquisition Toolbox
Instrument Control Toolbox
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Do | Need To Implement All / Some of the
New Verification and Validation Methods?

= Traditional Verification and Validation Methods

= Hardware Integration Testing
= Software Integration Testing

= Unit Testing of Code

= Ad-hoc Testing in Simulation

= Methods for Early Verification and Validation

= Traceability
= Modeling and Coding Standards Checking

= Model Testing
= Proving Design Properties and Code Correctness

Adopting Model-Based Design
within Aerospace and Defense
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Motorola Creates Electric Vehicle Battery
Management Controller with Real-Time
Workshop Embedded Coder

MATLAB&SIMULINK

Challenge

To develop battery management controller
software within a tight deadline

Solution

Use integrated tools for Model-Based Design
and code generation from The MathWorks to
design, test, and manage requirements for the
controller

Results
= Automatic generation of efficient C code
= Optimized memory resources

= Ability to detect design flaws before
generating code

The Motorola electronic control unit

Adopting Model-Based Design

MathWorks Symposium
e within Aerospace and Defense

To validate the design against the
customer’s requirements, the engineers
associated the model components to the
written requirements with the Requirements
Management Interface. “Internal reviews
were then easy, and we could demonstrate
to our customer that all the requirements
had been met.”

Salam Zeidan

Software Manager

Motorola Automotive
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MATLAB&SIMULINK

Model-Based Design for Safety-Critical
Applications Success Stories

Benefits of using COTS tools for model based development

Honeywell Generates DO-178B Certified Code
« 1,000,000+ lines of code certified in a single year
» 6.3 sigma quality achieved

Alstom Generates Production Code for Safety-

Critical Power Converter Control Systems
» Defect-free, safety-critical code generated and certified
» Development time cut by 50 percent

“the railway application was the first with
automatically generated code to receive TUV certific  ation.”

Institute for Radiological Protection and Nuclear
Safety Verifies Nuclear Safety Software with
PolySpace™ Products for C/C++
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Summary

= Model-Based Design is a platform that enables you to start verification
and validation of designs and embedded software early

= When building a verification environment for your models and the
generated code there are several different methods you can use to
Increase confidence in your designs

= Traceability

= Modeling and Coding Standards checking
= Testing

= Proving

= The MathWorks consulting and training teams can help you create a
plan for the optimization of your verification and validation process

Adopting Model-Based Design

within Aerospace and Defense
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